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Navigating the Financial Institutions Regulatory Landscape 

A. Financial Institutions Agencies (i.e., Federal 
Reserve; OCC; FDIC; NYSDF; CFPB and 
FTC) 

B. Law Enforcement (i.e., FinCEN; OFAC; DOJ) 
C. Congress (i.e., House Financial Services 

Committee; Senate Committee on Banking, 
Housing and Urban Affairs) 

D. International Banking Organizations (i.e., 
FATF and BIS)
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In general, banking agencies, law enforcement and policymakers are supportive of 
advancements in financial technology, especially financial innovation that leads to 
greater access to financial services; operational efficiencies; improvements to the 
financial infrastructure; competition; risk management enhancements; assistance 
to law enforcement and the intelligence community; and strengthening of the 
financial system. For financial institutions, and FinTech companies, the primary 
debate is over what agency, if any, should regulate or supervise this area, and 
what level of regulation and supervision should be used. 

The US financial institutions regulatory system is a dual system (i.e., state and 
federal regulation) based primarily upon functional regulation connected to the 
specific activity. For instance, FinTech companies who engage in the business of 
banking will be subject to banking regulation; FinTech companies who engage in 
the business of securities will be subject to securities regulation; and FinTech 
companies who engage in the business of insurance will be subject to insurance 
regulation. 
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In an April 19, 2017 General Accountability Office (GAO) Report GAO 17-361 to 
Senators Sherrod Brown, Jeanne Shaheen, and Jeffrey A. Merkley on Financial 
Technology: Information on Subsectors and Regulatory Oversight, the GAO 
identified four FinTech subsectors:

1. “Marketplace lenders connect consumers and small 
businesses seeking online and timelier access to credit with individuals and 
institutions seeking profitable lending opportunities. Marketplace lenders use 
traditional and may use less traditional data and credit algorithms to underwrite 
consumer loans, small business loans, lines of credit, and other loan products.”

2. “Mobile payments allow consumers to use their smartphones or 
other mobile devices to make purchases and transfer money instead of relying on 
the physical use of cash, checks, or credit and debit cards. There are different 
ways to make mobile payments, including the use of a mobile wallet.” 
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3. “Digital wealth management platforms use algorithms based 
on consumers’ data and risk preferences to provide digital services, including 
investment and financial advice, directly to consumers. Digital wealth management 
platforms provide services including portfolio selection, asset allocation, account 
aggregation, and online risk assessments.”

4. “Distributed ledger technology was introduced to facilitate the 
recording and transferring of virtual currencies, specifically using a type of 
distributed ledger technology, known as blockchain. Distributed ledger technology 
has the potential to be a secure way of conducting transfers of digital assets in a 
near real-time basis potentially without the need for an intermediary.”  
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“In many ways, the new generation of fintech tools can be seen as the financial 
equivalent of an autopilot. The powerful new fintech tools represent the 
convergence of numerous advances in research and technology--ranging from 
new insights into consumer decisionmaking to a revolution in available data, cloud 
computing, and artificial intelligence (AI). They operate by guiding consumers 
through complex decisions by offering new ways of looking at a consumer's overall 
financial picture or simplifying choices, for example with behavioral nudges.” 
Remarks from Federal Reserve Governor Lael Brainard on Where Do Consumers 
Fit in the Fintech Stack (November 16, 2017)



Navigating the Financial Institutions Regulatory 
Landscape: Federal Reserve

7

“As consumers start to rely on financial autopilots, however, it is important that 
they remain in the driver's seat and have a good handle on what is happening 
under the hood. Consumers need to know and decide who they are contracting 
with, what data of theirs is being used by whom and for what purpose, how to 
revoke data access and delete stored data, and how to seek relief if things go 
wrong. In short, consumers should remain in control of the data they provide. In 
addition, consumers should receive clear disclosure of the factors that are 
reflected in the recommendations they receive. If these issues can be 
appropriately addressed, the new fintech capabilities have enormous potential to 
deliver analytically grounded financial services and simplified choices, tailored to 
the consumers' needs and preferences, and accessible via their smartphones.” 
Remarks from Federal Reserve Governor Lael Brainard on Where Do Consumers 
Fit in the Fintech Stack (November 16, 2017)
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“We can learn a lot from the evolution of smartphones as we try to envisage where 
the fintech ecosystem—and banks’ role within it—might be heading in the 
future…The iPhone is a key platform on which that app ecosystem operates. How 
did that happen? Apple essentially made the smartphone a toolkit for third-party 
developers to experiment, innovate, build, and scale new apps. It did so by 
investing heavily in developing open application programming interfaces (API) that 
provided third-party developers clear instructions and open access to the iPhone 
platform…There is every reason to expect financial services to make a similar 
transition to an increasingly interconnected digital world…Just as third-party app 
developers rely on smart phone sensors, processors, and interfaces, fintech 
developers need banks somewhere in the stack for such things as: (a) access to 
consumer deposits or related account data, (b) access to payment systems, (c) 
credit origination, or (d) compliance management.” Remarks from Federal Reserve 
Governor Lael Brainard on Where Do Banks Fit in the Fintech Stack (April 28, 
2017)
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“…the smartphone ecosystem puts the enormous computing power of the cloud at 
the fingertips of consumers. Interfacing with smartphone platforms and other apps, 
outside developers can tap the computing power of the leading cloud computing 
providers in building their apps. Importantly, cloud computing offers not only the 
power to process and store data, but also powerful algorithms to make sense of it. 
Due to early commitment to open-source principles, app developers have open 
access to many of the same machine-learning and artificial intelligence tools that 
power the world's largest internet companies. Further, the major cloud computing 
providers have now taken these free building blocks and created different 
machine-learning and artificial intelligence stacks on their cloud platforms. A 
developer that wants to incorporate artificial intelligence into their financial 
management app can access off-the-shelf models of cloud computing providers, 
potentially getting to market faster than by taking the traditional route of finding 
training data and building out models in-house from scratch.” Remarks from 
Federal Reserve Governor Lael Brainard on Where Do Consumers Fit in the 
Fintech Stack (November 16, 2017)
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“One aspect of the innovation framework about which many have expressed 
interest in is the notion of “regulatory sandboxes” and bank pilots. In October 2016, 
the OCC stated that one of its priorities would be to develop and implement an 
optional program for banks to conduct pilots with OCC participation to foster 
responsible innovation by OCC-supervised banks. The idea is to create principles 
that support the industry’s need for a place to experiment while furthering the 
OCC’s understanding of innovative products, services, and technologies. 
Information gathered in the pilots would also inform OCC policy initiatives.” 
Remarks from Acting Comptroller Keith A. Noreika before the Online Lending 
Policy Summit (September 25, 2017)
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“Another aspect of the agency’s support for responsible innovation involves 
chartering fintech companies that want to become national banks. I detailed my 
view in July that the health of the federal banking system depends on its ability to 
adapt to meet the changing needs and preferences of customers and the market. 
We must avoid defining banking too narrowly or in a stagnant way that prevents 
the system from evolving or taking proper and responsible advantage of economic 
opportunities that result from advances in technology and commerce.” Remarks 
from Acting Comptroller Keith A. Noreika before the Online Lending Policy Summit
(September 25, 2017)
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The FDIC has also focused on FinTech issues. For example, at the July 20, 2016 
meeting of the FDIC Advisory Committee on Community Banking, FDIC Senior 
Deputy Director James C. Watkins announced that the FDIC formed a FinTech 
Steering Committee and provided an update on FinTech developments. Unlike the 
Federal Reserve and the OCC, senior FDIC officials do not appear to have made 
many recent public statements on FinTech issues. One of the context in which the 
FDIC has had to face public scrutiny on FinTech issues is in connection with the 
Interagency Charter and Federal Deposit Insurance Application by SoFiBank as a 
part of SoFiBank’s application to establish an industrial loan company (ILC) under 
Utah law. According to the application, Social Finance, Inc. desires to establish the 
ILC for the purposes of providing its customers an FDIC insured NOW account and 
a credit card product. The ILC will primarily offer its accounts and other products 
and services to SoFi members, which make up borrowers and investors on the 
SoFi platform. SoFi  specializes in marketing financial products and services to 
customers over the Internet and other electronic systems, especially Millennials.
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DFS supports the rapid expansion of FinTech so long as licensing for FinTech 
banking activity is at the state level: “The Department of Financial Services today 
[May 12, 2017] filed a lawsuit in New York federal court challenging the decision of 
the Office of the Comptroller of the Currency (OCC) to grant special-purpose 
national bank charters to undefined “fintech” companies. The complaint seeks to 
stop the OCC from granting charters to institutions subject to New York State law 
that provide financial services to New York consumers based on the OCC’s 
unidentified and sweeping array of commercial ventures never before authorized 
or regulated by the OCC… The OCC’s charter decision is lawless, ill-conceived, 
and destabilizing of financial markets that are properly and most effectively 
regulated by New York and other State regulators. This charter puts New York 
financial consumers – and often the most vulnerable ones – at great risk of 
exploitation by newly federally chartered entities seeking to be insulated from New 
York’s strong consumer protections. DFS will continue to protect New York’s 
markets and consumers.”  Statement of DFS Superintendent Maria T. Vullo
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“In general, however, I will note two overarching principles that the Bureau seeks 
to uphold in all these areas. First, we believe in a level playing field for all providers 
of consumer financial products and services. Evenhanded oversight of all 
providers – whether they are large banks or fintech startups – is a basic rule of the 
road for effective regulation of the financial marketplace. Nobody gets a free pass 
to exploit regulatory arbitrage; everyone must be held to the same standards of 
compliance with the law. Second, we strongly urge all providers to make sure that 
consumer protections are built into emerging products and services, right from the 
start. Consumer protections and compliance should not be mere add-ons or 
afterthoughts; they must be essential elements of the business model, from 
beginning to end.” Remarks from CFPB Director Richard Cordray (March 6, 2017)  
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In an effort to avoid duplication and jurisdictional disputes, the FTC and the CFPB 
entered into a Memorandum of Understanding (MOU) on January 20, 2012. The 
MOU provides that “The Commission’s jurisdiction in the financial marketplace 
extends to financial products and services offered or provided to consumers by 
persons other than banks, thrifts, federal credit unions, bona fide non-profit 
organizations, and others exempt from the FTC’s jurisdiction under the FTC Act.” 

On March 12, 2015, the FTC and the CFPB announced the reauthorization of the 
MOU for an additional three years.   
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In the US, law enforcement agencies at the federal, state and local levels are 
actively involved in financial institution enforcement. At the federal level, three of 
the most active law enforcement agencies include the Financial Crimes 
Enforcement Network (FinCEN), the Office of Foreign Assets Control (OFAC) and 
the Department of Justice (DOJ). In general, FinCEN administers much of the 
Bank Secrecy Act (BSA) authority delegated to the US Department of the Treasury 
(Treasury) by Congress. FinCEN not only issues BSA and anti-money laundering 
regulations, but it also takes enforcement actions against persons, including 
financial institutions subject to its jurisdiction. While there is some overlap in 
authority between FinCEN and OFAC (both of which are a part of Treasury), 
OFAC is responsible for administering the US sanctions regime, including 
implementing Presidential Executive Orders, issuing regulations, maintaining the 
Specially Designated Nationals List, and taking enforcement actions against 
persons subject to its jurisdiction. DOJ typically represents the US government, 
and enforces the federal criminal laws governing financial crimes under Title 18 of 
the US Code.   
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“FinCEN recognizes that the U.S. and global financial industry is experiencing a 
period of technological innovation and growth. While promising, this also creates 
new vulnerabilities that FinCEN and our partners must understand to prevent gaps 
in regulation and information collection on terrorist financing and other illicit 
financial activity… In its role as both an FIU and an AML/CFT regulator, FinCEN 
sits at the intersection of regulation, technology, and illicit finance. As new 
technologies emerge to serve the financial industry, FinCEN recognizes the need 
for sustained industry cooperation and a flexible legal and regulatory architecture 
that encourages innovation while allowing appropriate regulatory engagement and 
effective AML/CFT oversight. The goals of fostering financial technology (FinTech) 
innovation and requiring adequate financial regulation (FinReg) oversight 
capabilities are not mutually exclusive; to the contrary, successful FinTech and 
FinReg innovations should seek to enhance financial transparency that will deny 
terrorist financiers and other illicit actors the opportunity to evade detection and 
abuse the financial system.” Testimony of FinCEN Director Jennifer Shasky 
Calvery (May 24, 2016) 
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On March 18, 2014, Treasury continued to express concern about “illicit finance 
risk of virtual currency”.  See http://www.treasury.gov/press-center/press-
releases/Pages/jl236.aspx

On May 5, 2015, FinCEN assessed a $700,000 civil money penalty against virtual 
currency exchanger, Ripple Labs, Inc. and XRP II, LLC.  See 
http://www.fincen.gov/news_room/nr/pdf/20150505.pdf Essentially, Ripple did not 
register with FinCEN as a money service business or implement an AML 
compliance program.

On June 3, 2015, DFS became the first banking department to release a virtual 
currency licensing regulation. See 
http://www.dfs.ny.gov/legal/regulations/adoptions/dfsp200t.pdf and grant a bitcoin 
license. 
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On June 15, 2015, the Financial Action Task Force (FATF) issued international 
guidance on virtual currencies. See Guidance for a Risk-Based Approach Virtual 
Currencies  at http://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-
RBA-Virtual-Currencies.pdf

On July 26, 2017, FinCEN assessed a $110,003,314 civil money penalty against 
BTC-E a/k/a Canton Business Corporation (BTC) and a $12,000,000 civil money 
penalty against Alexander Vinnik for willful violations of the Bank Secrecy Act and 
were indicted under 18 U.S.C. 1956, 1957, and 1960. BTC apparently operated as 
an exchanger of convertible virtual currencies, offering the purchase and sale of 
USDollars, Russian Rubles, Euros, Bitcoin, Litecoin, Namecoin, Novacoin, 
Peercoin, Ethereum, Dash, and BTC-e codes.
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Cybersecurity is one of the most important issues in financial services and law 
enforcement at both the federal and state levels. The federal guidance and 
requirements on cybersecurity for banks is staggeringly voluminous:
mitigate the risks facing their institutions. See FFIEC Cybersecurity Assessment 
Tool and Resources at https://www.ffiec.gov/cybersecurity.htm , which includes, 
among other guidance:

FFIEC Cybersecurity Assessment Tool Frequently Asked Questions
Cybersecurity of Interbank Messaging and Wholesale Payment Networks
FFIEC Joint Statement on Cyber Attacks Involving Extortion
FFIEC Cybersecurity Assessment Tool Presentation
FFIEC Statement on Destructive Malware 
FFIEC Statement on Compromising Credentials
FFIEC IT Examination HandBook InfoBase
Introduction to the FFIEC’s Cybersecurity Assessment
FFIEC Cybersecurity Assessment General Observations
Cybersecurity Brochure 
May 31, 2017 – Press Release: FFIEC Release Update to Cybersecurity Assessment Tool
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Like with virtual currencies, DFS is a leading state banking agency on 
cybersecurity regulation: 
Financial Services Superintendent Maria T. Vullo reminds all entities covered by the DFS cybersecurity regulation, that 
today, August 28, 2017, is the first compliance date of New York’s first-in-the-nation cybersecurity regulation. Beginning 
today, banks, insurance companies, and other financial services institutions regulated by DFS are required to have a 
cybersecurity program designed to protect consumers’ private data; a written policy or policies that are approved by the 
board or a senior officer; a Chief Information Security Officer to help protect data and systems; and controls and plans in 
place to help ensure the safety and soundness of New York’s financial services industry. Covered entities must also begin 
reporting cybersecurity events to DFS through the Department’s online cybersecurity portal. In addition, DFS recently 
announced that covered entities can virtually file notices of exemption, which are due within 30 days of the determination that 
the covered entity is exempt. 
Key Dates under New York's Cybersecurity Regulation (23 NYCRR Part 500)
March 1, 2017 - 23 NYCRR Part 500 becomes effective.
August 28, 2017 - 180 day transitional period ends. 
February 15, 2018 - Entities are required to submit the first certification under 23 NYCRR 500.17(b) on or prior to this date.
March 1, 2018 - Entities are required to be in compliance with 500.04(b), 500.05, 500.09, 500.12 and 500.14(b).
September 3, 2018 - Entities are required to be in compliance with 500.06, 500.08, 500.13, 500.14(a) and 500.15.
March 1, 2019 - Two year transitional period ends. Entities are required to be in compliance with 23 NYCRR 500.11.
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In the US, Congress has held hearing on FinTech issues:

House Financial Services Committee Hearing titled “Virtual Currency: Financial 
Innovation and National Security Implications” 
Thursday, June 8, 2017 10:00 AM in 2128 Rayburn HOB 
Terrorism and Illicit Finance 
Witness List
Mr. Jerry Brito, Executive Director, Coin Center
Mr. Scott Dueweke, President, The Identity and Payments Association
Ms. Kathryn Haun, Lecturer, Stanford Law School
Mr. Jonathan Levin, Co-Founder, Chainalysis 
Mr. Luke Wilson, Vice President, Business Development-Investigations, Elliptic 
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In the US, Congress has held hearing on FinTech issues:

Senate Committee on Banking, Housing and Urban Affairs:
September 12, 2017 10:00 AM 
538 Dirksen Senate Office Building 
The COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS will meet in 
OPEN SESSION for a hearing entitled “Examining the Fintech Landscape.” The 
witnesses will be: Mr. Lawrance Evans, Director, Financial Markets, U.S. 
Government Accountability Office; Mr. Eric Turner, Research Analyst, S&P Global 
Market Intelligence; and Mr. Frank Pasquale, Professor of Law, University of 
Maryland Francis King Carey School of Law.
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International agencies will also have an impact on FinTech in the US:

San Jose, 26 May 2017 – The Financial Action Task Force (FATF) held a FinTech and RegTech Forum on 25-26 May 2017 
in San Jose, United States, chaired by the President of the FATF, Mr. Juan Manuel Vega-Serrano (Spain). The meeting, 
hosted by PayPal at its headquarters, was attended by over 150 representatives from the FinTech and RegTech sectors, 
financial institutions, and FATF members and observers. Outreach to the FinTech and RegTech community is one of the 
FATF’s priorities in 2016-2017, which aims to provide a platform for a constructive dialogue and support innovation in 
financial services while addressing the regulatory and supervisory challenges posed by emerging technologies. This is the 
FATF’s 3rd engagement with the private sector on FinTech and RegTech. FinTech innovation can improve the access and 
delivery of financial services to customers, businesses, and communities. The financial services paradigm may be 
reorganised around new platforms, infrastructures, and customer-service provider relationships. The FATF’s perspective is 
to understand how these developments change the landscape of financial services, and how that in turn affects the 
vulnerabilities of and threats to the integrity of the financial system in order for those risks to be mitigated or contained. The 
forum discussed the significant trends and developments of FinTech and RegTech, and how the financial services landscape 
could look like in the near future, including peer-to-peer transfers, crowdfunding, distributed ledger-technology or blockchain-
based services, analytical tools, KYC utilities, and digital identity. Several examples were shared on how countries have 
approached the regulation of FinTech institutions and activities, for instance through clarifying, modifying, or expanding 
existing regulatory regimes or by establishing new licencing frameworks. Participants also explored how FinTech and 
RegTech innovations could have public sector applications and enhance capabilities to monitor risks in the financial system 
and to investigate money laundering (ML) and terrorist financing (TF).
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“FinTech’s true promise springs from its potential to unbundle banking into its core functions 
of: settling payments, performing maturity transformation, sharing risk and allocating capital.  
This possibility is being driven by new entrants – payment service providers, aggregators and 
robo advisors, peer-to-peer lenders, and innovative trading platforms.  And it is being 
influenced by incumbents who are adopting new technologies in an effort to reinforce the 
economies of scale and scope of their business models. In this process, systemic risks will 
evolve.  Changes to customer loyalties could influence the stability of bank funding.  New 
underwriting models could impact credit quality and even macroeconomic dynamics.  New 
investing and risk management paradigms could affect market functioning.  A host of 
applications and new infrastructure could reduce costs, probably improve capital efficiency 
and possibly create new critical economic functions. The challenge for policymakers is to 
ensure that FinTech develops in a way that maximises the opportunities and minimises the 
risks for society.  After all, the history of financial innovation is littered with examples that led 
to early booms, growing unintended consequences, and eventual busts.” Remarks from  
Mark Carney, Governor of the Bank of England Chair of the Financial Stability Board, on The 
Promise of FinTech – Something New Under the Sun?  (January 25, 2017)
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Jerome is a former Senior Attorney for the OCC, General Counsel
and Chief Compliance Officer for the US operations of
HongkongBank, Managing Director and Head of Bank Regulatory
Compliance for Deutsche Bank Americas, Chief Compliance
Officer for Willis North America, and Deputy Group Compliance
Director for Willis Holdings. He is also a former Chairman of the
Banking Committee of the New York County Lawyers’ Association.
Jerome has represented US and international banking groups, and
branches and agencies of international banks for more than 30
years. Jerome works out the Los Angeles, New York and San
Francisco offices of Duane Morris. He is a graduate of Morehouse
College and New York University School of Law.
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